
Duo for Windows Remote Desktop 
 

USC Duo Self Enrollment 

Instructions for enrolling your account and phones to get Duo authentication requests can be found on page 2 of the 
following brochure: 

https://www.sc.edu/about/offices_and_divisions/university_technology_services/security/docs/duobrochure.pdf 

YubiKey Setup at USC 

The brochure does not include instructions for enrolling token devices such as the YubiKey. First you need to install the 
YubiKey Personalization Tool which can be downloaded at  
https://www.yubico.com/products/services-software/personalization-tools/ 

Please note that the following steps will overwrite the stored keys on your YubiKey and should not be performed if you 
are already using this YubiKey for authentication somewhere else. 

Each YubiKey has two slots for two different keys. To access the key on the first slot, you push the YubiKey’s button for 
one second. To access the second slot, you must push the key longer, between two and five seconds. In this tutorial, we 
will only be setting up and using the key for the first slot. To create a key for the first slot: 

1. Start the YubiKey Personalization Tool and insert the YubiKey into a USB port. 
 

2. Wait for the YubiKey Personalization Tool to recognize the YubiKey. 
 

3. Click Yubico OTP Mode. 
 

 
 

4. Click Quick. 
 

5. Select Configuration Slot 1 (of Configuration Slot 2 if Slot 1 is already being used by another service). 
 

6. Click Regenerate. 
 

https://www.sc.edu/about/offices_and_divisions/university_technology_services/security/docs/duobrochure.pdf
https://www.yubico.com/products/services-software/personalization-tools/


7. Uncheck Hide Values 
 

8. Copy the Serial number (in decimal format), Private Identity, and the Secret Key to notepad. Be sure to label them so 
that you will know which is which. We will need these later to register your YubiKey with USC. You may want to save 
this information along with the Public Identity somewhere safe in case you want to register them elsewhere for 
another service. 
 

 
 

9. Click Write Configuration. 
 

10. Close the YubiKey Personalization Tool. 
 

11. Next we need to log into My.sc.edu. If you haven’t previously set up your security questions, you will need to go to 
https://my.sc.edu/vipid/claim before continuing to register you YubiKey. 
 

12. Log in to https://my.sc.edu/multifactor 
 

13. In the Tokens section, choose YubiKey from the dropdown menu under Type.  
 

14. Copy the serial number from your notepad and paste it into the Serial # box. 
 

15. Copy the Private Identity number from your notepad and paste it into the Private Id (hex) box. 
 

16. Copy the Secret Key number from your notepad and paste it into the Secret key (hex) box. 
 

17. Click Add Token.  
 

18. Click Test Authentication and enter your USC username and password. 
 

19. Choose Token from the drop down menu. 
 

20. Click Enter a Passcode.  Tap the button on your YubiKey. You should see “Multi-factor authentication success”. 
 

21. You may click the Return to Overview button and register any other Duo authentication methods you wish to use. 

 

https://my.sc.edu/vipid/claim
https://my.sc.edu/multifactor


Setting up Windows RDP 

1. You must have .NET Framework 4.5 or later installed on your computer from Microsoft. If it is not present, the Duo 
installer will prompt you to install it. Download the Duo Authentication for Windows Logon Installer Package from: 
https://dl.duosecurity.com/duo-win-login-latest.exe . 
 

2. You will need to obtain Duo Integration Keys from UTS for whatever computers will be using Duo authentication. A 
single integration key can be used across multiple computers. For example, all office staff with “limited access data” 
on their computers that are using RDP to access their desktops can have the same key installed. Open up a Duo 
Integration Key ticket with UTS and include the following information: 
 

a. Type of Integration Key (Windows RDP, UNIX ssh, etc.) 
b. Machine/Service Name(s) – this is the name end-users will see each time they authentication with Duo Push. 

Naming convention: Campus-Dept-ServiceName. 
c. A brief description of the service 
d. Are users logging in with a local account or their USC enterprise Network ID and password 
e. Data Classification of data stored or processed by the service. Select from (General Access, Limited Access, 

or Restricted).  
f. The system administrator’s name and contact phone number 

 
UTS will send you the Integration Key (ikey), the Secret Key (skey), and the API hostname. 
 

3. Run the Duo Authentication for Windows Logon installer with administrative privileges. Accept the license 
agreement and enter your integration key, secret key, and API hostname when prompted: 
 

 
 
 

4. Click on the “Only prompt for Duo authentication when logging in via RDP” unless you want to use Duo to log in 
when you are physically at the computer as well. 
 

5. If you will be using a YubiKey or similar token, uncheck the “Use auth push to authenticate if available”. If you also 
have phone callback, Duo push, or SMS authentication enabled on your Duo account, and you want to use one of 
these instead of your YubiKey, you can type “phone”, “push”, or “sms” at the authentication prompt instead of 
pushing the YubiKey button. 
 

6. Finish the install and then remote desktop in to test. 

https://dl.duosecurity.com/duo-win-login-latest.exe

